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Objectives

Our goal was to create a moderation system with
the following properties:
• Messages are confidential unless they are

reported
• Messages are deniable unless they are reported
• Only valid reports will be accepted
• Many users can act as moderators,

allowing diversity of opinion

Introduction

End-to-end encrypted (E2EE) messaging is a vi-
tal tool for private communication, used by billions
daily. In E2EE schemes, message content is visi-
ble only to the sender and their intended recipient,
unless either party shares their view of the conver-
sation. Most E2EE schemes have deniability, which
means that the scheme does not cryptographically
prove that a user has sent a message. Thus, if ques-
tioned, a user could plausibly deny having sent a
message.

Figure 1: Encryption in transit

Figure 2: End-to-end encryption

Message Franking

While deniable E2EE messaging can provide excel-
lent privacy, it can also allow users to send harmful
messages with impunity. To that end, in 2016, Meta
created a protocol called message franking [1], which
aims for the following security properties:
• Confidentiality: No one can learn anything

about the message, except the intended recipient
• Authenticity: No one should be able to send

an unreportable message
• Third-party deniability: No one except the

platform should be convinced that a given user
sent a given message

Commitment Schemes

Message franking is able to break deniability while
maintaining confidentiality through a tool called a
commitment scheme. A commitment scheme takes
a message m and a randomness r, and returns a
commitment C:

Commit(m, r) → C

A secure commitment will be hiding, meaning that
C reveals nothing about m, as well as binding,
meaning that it should be difficult to find distinct
commitment/randomness pairs such that:

Commit(m, r) = Commit(m′, r′)

Problems with Message Franking

Message franking places both the burden and the authority of moderation entirely on the platform.
What if we modified message franking so that breaking message deniability would require a majority of
moderators to consent? We can do this with threshold secret sharing.

Secret Sharing

To distribute trust across multiple moderators, we
use a protocol called secret sharing. In additive se-
cret sharing, the procedure is as follows:
1 The dealer chooses a secret which they represent
with a number.

2 For n parties, the dealer generates n − 1 random
numbers and chooses the last number so that the
sum is the secret number.

3 The dealer gives one number to each party.
4 If all parties talk to each other, they can add the
numbers together to recover the secret number.

However, we use a modified scheme called threshold
secret sharing [2] which lets a subset of the parties
reconstruct the number. In our case, the secret num-
ber will be a secret key that the moderators use to
generate commitments to messages.

Threshold Moderation

Figure 3: Reporting a message

Standard message franking involves the platform
generating a commitment to the users’ encrypted
messages. Instead, we have multiple moderators
who generate threshold secret-shared MAC keys,
which they then use to generate commitments on
encrypted messages.

Security

We argue that threshold moderation has the follow-
ing security properties:
• Confidentiality: As we use a secure cipher and

hiding commitment scheme
• Authenticity: As we use a binding

commitment scheme
• Threshold deniability: By the security of

threshold secret sharing

Future Work

In the future, we want to address the following sit-
uations:
• What if moderators are actively malicious?
• Can message metadata be kept private?
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