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Introduction & Objective

Growing public discontent has highlighted
deceptively designed sign-up and cancelation
processes for online subscriptions. These
designs, called dark patterns, manipulate
people to act contrary to their intentions and

This research examines dark patterns and
asymmetry in online subscription services
by documenting and deconstructing the
sigh-up and cancelation processes in
detail.

Methodology

These questions were explored by creating and
canceling free trial accounts for ten online
subscription services. During the sign-up and
cancelation process, three forms of data were
collected:

Analysis

After data collection, a descriptive statistical analysis compared time and
step count differences to investigate effort-related asymmetry.
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The analyses yielded the following findings:

1.The effort to sign up for and cancel an online subscription was asymmetric
since canceling required more steps and time than signing up.

2.Seven different types of dark patterns were encountered in the sign-up and
cancelation processes. Dark pattern frequency was asymmetric since the
number of instances was higher when canceling than when signing up.

Three sophisticated dark patterns were identified but were not represented in
the taxonomy’'s scope. They show how familiar dark patterns can be amplified
by mechanizing UX/UI design concepts and choice architecture manipulation.

Hiding Beneath the Fold

I\ Adobe Account ~ Overview  Accountandsecurity v Plansand S jeation prefersnces

& | Cancel yourplan [ Acrobat Pro © | thesis2024subscription@gmailcom | X | . TR
T AT T P 1 WY e e |

ays to reduce your online storage to 5GB or access to those files may be lost

nnnnnnnnn

We'd love to help where we can. % Access to your plan will end immediately.
Search or select a plan w

Would you be interested in any of the following?

+7 days free trial Special offer

(59.99)mo 571,88 A

(Conhrm(dncrllalmn) (Chans:wur Phn) (x“pwurpun)

Hierarchical Button Design

The relationship between sign-up and
cancellation processes is asymmetrical in terms
of effort and dark pattern frequency.

Future research might test these methods with a
larger sample and conduct usability testing on
design standards for sign-up and cancellation
processes.
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An extensive conceptual content analysis of each user flow classifies types
of dark patterns within an integrated dark pattern taxonomy and measures
the frequency of each type.®

Frequency of Dark Pattern Types in Sign-Up
and Cancelation Processes

70

Dark Pattern Type Sign-Up Cancelation

o
60 R Deceptive & Misleading Information 5 23
Forced Action 1 24
Regarding Consent 3 13
Information Hiding 9 1
Regarding Emotions 0 2
_ Lack of Options 1 3
Bosch Outcasts 0 4
, T
Sign-Up Cancelation
I Forced Action B Information Hiding BBosch Outcasts
PiDeceptive & Misleading Information S Regarding Emotions
Regarding Consent Lack of Options

References

*Gregory Conti and Edward Sobiesk. 2010. Malicious interface design: exploiting the user. In Proceedings of the 19th international conference on World wide

web (WWW '10). Association for Computing Machinery, New York, NY, USA, 271-280.
?Jamie Luguri, Lior Jacob Strahilevitz, Shining a Light on Dark Patterns, Journal of Legal Analysis, Volume 13, Issue 1, 2021, Pages 43-109
*Lewis, Frank, and Julita Vassileva. "Integrating Dark Pattern Taxonomies.” arXiv preprint arXiv:2402.16760 (2024).

| would like to thank and acknowledge Honors Carolina, the UNC School of
Information and Library Science, and CITAP, as well as my incredible advisors, Dr. C.
Dianne Martin, Dr. Mohammad Jarrahi, and Dr. Alice Marwick for their support.

| UNC e CITAP

AI\D LIBRARY bLIENCE .
Center for Information,

Technology, and Public Life



